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SINGLE SIGN ON
GUIDE (SSO)

THE EASIEST AND MOST SECURE WAY TO ADD
STUDENTS AND STAFF TO YOUR MINGA



WHAT IS SINGLE SIGN ON?

WHY SHOULD YOU USE SSO WITH MINGA AT YOUR SCHOOL?

Single Sign On (SSO) with Minga is a way to authenticate a user, typically a student or staff
member at your school, when they are logging in to Minga using their email and password
from either Google or Microsoft (your school must be using one of these platforms for
email for this to work).

When using SSO, the user is NOT required to create their own username and password in
Minga so you don't have to help them when they forget.

The short answer is: It's easier and safer for you and your school.

When using SSO your students or staff don't need to receive an invitation and they don't
have to do anything to setup their account to access Minga. They don't have to create or
remember their password and they never need to see or respond to an invitation.

When students or staff leave your school they will also automatically lose access to Minga
the moment they no longer have access to their Google or Microsoft email account. This
makes it easier to ensure only members of your school community have access to Minga.

HOW DOES IT WORK?
Step 1. Create your student and staff accounts in Minga
and ensure you use their Google or Microsoft school
email addresses. Make sure you DO NOT send them
invitations when creating their accounts.

Step 2. Send a message to all your students or staff that
they can download the Minga App and when logging in, to
click the Sign In With Microsoft / Google button and then
log in using their school email address and password.

Step 3. Done. That's it. 



WHAT TYPE OF SSO DOES MINGA USE?
Open Authorization (OAUTH): OAuth is an open-standard authorization protocol that
transfers identification information between apps and encrypts it into machine code. This
enables users to grant an application access to their data in another application without
them having to manually validate their identity. This method is very helpful for native apps
on both Apple and Android platforms and supports a number of platforms including
Microsoft and Google.
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SAFETY &
SECURITY

PRIVACY
SAFETY
SECURITY

ARE
PRIORITY #1

Collection/Use/Disclosure
of Personal Data 
Minga meets United States
federal and state standards
for data collection, storage
and sharing. We never collect
unnecessary information,
and we never share it outside
of your school or district
including names or email
addresses. 

Data Hosting & Storage 
All USA schools connect
exclusively to our world class
hosting facility operated in
partnership with Google in
Detroit, MI. Replication and
backup data stays in the USA. 
 
Advertising Free 
Minga never advertises to
students and student or
school data is never used to
target or direct advertising in
any way. Ever. 

Content Filtering and
Moderation
We have a three (3) step
approach to ensure the
integrity of content posted to
your school Minga.

1.    Member Accountability:
There is no anonymous
accounts on Minga; every
student is represented by their
real name. This reduces
inappropriate behavior by
99.9%.

2.    AI Filtering and Moderation:
The Minga AI Engine
automatically scans every post
and comment for offensive
words, phrases and emojis in
addition to content representing
bullying, sexting, racism and
discrimination. This content is
blocked in real time and the
user and administrator are
notified.

3. Reporting and Deleting:
Anyone on your Minga can
report offside content and you
can set a report threshold to
automatically remove it. Any
teacher or administrator can
immediately delete content in
real time.

How safe are the tools being used between educators and students at your school?
Did you know that platforms like Instagram, Snapchat, WhatsApp, Band and even Text Messaging do not meet
the safety and privacy requirements at the State or Federal levels for education? Safety, Privacy and Security
measures protect not only your students but also your educators.
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